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non-intervention remains capable of adapting to the
transformations brought about by the digital age.
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Abstract:

The rapid expansion of cyberspace has posed
unprecedented challenges to the established rules of
public international law, particularly in light of the
increasing prevalence of cyber operations targeting states
without reaching the threshold of the prohibited use of
force under the United Nations Charter. This reality has
given rise to a fundamental legal question concerning the
extent to which such operations are subject to the principle
of non-intervention in the internal and external affairs of
states, a principle that constitutes one of the cornerstones
of the contemporary international legal order.

The significance of this issue stems from the fact that most
cyber operations occurring in contemporary international
relations do not produce direct physical damage or
consequences comparable to those resulting from armed
attacks, despite their potential to disrupt the functioning
of public institutions, exert pressure on states, and
undermine their freedom to make sovereign decisions
independently. This raises important questions regarding
the adequacy of traditional rules of international law in
addressing these emerging forms of threats.

The examination of this issue is further complicated by a
number of legal and technical obstacles, most notably the
absence of a universally accepted definition of unlawful
cyber intervention, the lack of consensus regarding the
meaning of coercion in the digital environment, and the
absence of precise criteria for determining the scope of
matters falling within the domaine réservé of states.
Additional challenges arise from the difficulties
associated with attributing cyber operations to a particular
state, given the technical complexity of cyberspace, as
well as the divergent views of states concerning the
applicability of existing rules of international law to cyber
activities.

Against this backdrop, addressing this issue through the
lens of international legal instruments, judicial decisions,
and contemporary scholarly approaches has become
essential in assessing the extent to which the principle of
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